
TOWN OF CHESHIRE 
POSITION DESCRIPTION 

 

Position Title:  Public Safety Network Administrator   Classification: E-2 
 
Department: Police Department  Date:  4/13/21 
 
Position Objectives:   
 
This is highly responsible, professional information technology management work 
involving the design, implementation and maintenance of local and wide area computer 
networks (LAN/WAN) in offices, fleet vehicles and remote sites.   
 
Work involves the responsibility for administering LAN/WAN computer networks and 
planning, scheduling and coordinating the installation of related hardware and software.  
Provides technical support for users and administers system directories (including login 
to desktops, emails, and MDTs) and security as assigned.  Modifies network 
configuration parameters to meet standard performance levels. Oversees networks 
wiring and maintenance activities.  
 
In addition, this position is responsible for management of various police and fire 
department systems including cruiser and body-worn video including preparing video 
and audio recordings for both court proceedings and public FOI requests, telephone 
and radio audio recording systems, security camera systems and video, and other 
building security systems. Must also be familiar with and able to troubleshoot all mobile 
applications common to modern police and fire departments to include radios, mobile 
data terminals and GPS. 
 
This position also has the responsibility for making difficult scheduling and work 
prioritizing decisions. This work requires that the employee have considerable 
knowledge, skill and ability in information technology and LAN/WAN operations and 
procedures.  
 
The position also requires the incumbent to serve as the 9-1-1 coordinator for the 
Cheshire Police Department’s Public Safety Answering Point (PSAP).  
 
Report Responsibilities: 
 
Reports to: Chief of Police or other supervisor as assigned.   
 
Supervises: None 
 
 
 
 



Job Location and Equipment Used: 
 
Primary location is in the Police and Fire Headquarters. Primary equipment used is the 
telephone, computer systems, recording devices and video cameras. Must be able to 
operate specialized equipment commonly used in police and fire services 
communication. 
 
Essential Functions: 
 

1. Performs system administration function for local and wide area networks, 
including security and file monitoring and maintenance, backup/restore activities. 
Recommends and implements adopted information technology plans and policies 
including sound security measures and acts as the department’s liaison during 
audits of security protocols involving external network access. 

 
2. Designs, installs and maintains local and wide area network software, hardware 

components and industry-specific application software.  Evaluates new network 
systems for integration into overall technology plan. Works with vendors on 
software and hardware maintenance. Monitors and maintains agency network 
and communication center information systems including hardware and software 
applications, database administration, mobile data computer (MDC) systems, 
computer aided dispatch (CAD) systems, records management systems (RMS), 
E-911 interfaces and emergency medical systems (EMS), networked video and 
voice logging recorders, access control systems, cruiser and body-worn camera 
systems and mobile and portable radios. 

 
3. Specifies wiring and connectivity components according to planned and 

projected utilization.  Establishes connectivity between personal computers, local 
area networks and server based systems.  Configures and installs personal 
computers and related software onto the network(s).  Installs and maintains user 
accounts on the police department network(s).  

 
4. Consults with department heads to determine effective application of information 

technology to meet operating needs of the agency.  Provides information 
technology, networking, electronic communication and office automation 
recommendations to the department head.  Plans for and performs network 
expansion and upgrades.  Analyzes requests for network access, equipment and 
software within the framework of internal policy and external agency security 
mandates.  Provides network troubleshooting and support for users. 

 
5. Provides direction and training to end users for connectivity to local and wide 

area networks.  Participates in professional meetings and remains current of new 
trends and innovations in information technology and researches emerging 
products and enhancements and their applicability to department needs.  
Provides lead supervision to others as assigned.    

 



6. Makes budget requests and recommendations related to areas of responsibility 
and administers budget within approved allocations. Orders supplies for work 
unit.  Assists in preparation of bid documents and prepares reports as required.   

 
7. May respond to alarm system that protects LAN/WAN computer systems and 

offices as required.  Performs related work as required.  

 

The above duties describe the most significant duties and are not to be considered a 
detailed description of every duty of the position.  Other occasional and related duties 
may be assigned. 

 

Desired Knowledge, Skill and Ability: 

Considerable knowledge of information technology and LAN/WAN processing 

operations, systems and administration. Considerable knowledge of advanced 

information technology processing.  Considerable ability to keep current in a rapidly 

changing field. 

Considerable knowledge of user applications such as Windows Network Administration, 

MS Server, MS Exchange, MS SQL, client personal computer and applications support, 

hardware and software security appliances, MS Office and related systems.   

Considerable skill in installing and configuring enterprise server applications in Microsoft 

Server, HTTP, TCP/IP protocols, resolving network and information systems problems, 

troubleshooting and making system repairs, determining hardware and programming 

needs and installing, updating, analyzing and testing programs and related systems. 

Considerable ability to advise on design, acquisition and construction of secured 

computer systems and related equipment.   Considerable ability to coordinate projects, 

set priorities, objectives, policies and procedures, meet critical deadlines and follow up 

on assignments with minimal supervision.  

Considerable ability to establish and maintain effective and courteous working 

relationships with coworkers, superiors, vendors and others.   

Good ability to train others and to clearly communicate technical information technology 

processing concepts to persons outside the field.  Good ability to plan, organize and 

direct an information technology processing operation and staff. Good ability to lead a 

work group and to monitor progress and adjust resources to accomplish work 

objectives.   

Qualifications:  

A bachelor’s degree from a recognized college or university in computer science or a 

related field plus five (5) years of progressively responsible experience in all phases of 



information technology processing, including experience and installation and support of 

personal computer workstations.   

Three (3) years of such experience in the administration of LAN/WAN systems and 

maintenance and experience working in a Windows Server environment is required.  

Some familiarity with IBM 400 and Client Access for Windows environments is 

preferred.  

Must possess and maintain a current and valid Microsoft Certified Professional (MCP) 

and Microsoft Certified Systems Engineer (MCSE) certifications or equivalent.   

Experience in public safety communications systems (CAD), police department records 

management systems, security systems, NCIC and CJIS interfaces and vehicle-based 

mobile computer systems is preferred. An equivalent combination of education and 

qualifying experience substituting on a year-for year basis may be allowed.  

Special Requirements: 

Must possess and maintain a current and valid COLLECT/NCIC system certification 

from the State of Connecticut or obtain the same within one (1) year of hire.  

Must remain current in information technology field consistent with the Town’s 

information technology needs including training and certification requirements 

determined by the Town.  

Must possess and maintain a valid State of Connecticut Motor Vehicle Operator’s 

License.  


